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Hackers monitor

Load bad software Counterfeit communications

during manufacturing Devices channels

>

f

HW Trojans & Cloned Devices Insider Physical attacks
CounterfeitIC's with Stolen SW tampering to retrieve keys

Supply Chain Configuration Attacks Runtime
Attacks With Insider Access Attacks
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FBI Criminal Investigation:
Cisco Routers

FBI Fears Counterfeit Networking Equipment Could Compromise Security

Section Chief Raul Roldan
Supervisory Special Agent Inez Miyamoto
Intelligence Analyst Tini Leon

January 11, 2008

0= R F2 7|do §EEl= AHE EE
ST0M HZE S SEE= I
Busmessweek

The Big Hack

How China used
atiny chip to
infiltrate America’s
top companies
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* Power Fingerprint
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public static int fibona v\ AV : -~ pubttic static int fibo
ifl memoized.conta N, if{ memoized.CoN .
return memoized i ' 4 return memoize

Sadas =

int answer = fibonacci(fibindex-1) + fibonacci(fibindav-2
return answer;
}
}

Public static void main(String[] args){
memoized.put(1,1);

Import javax.swingJapplet;
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PFP Cybersecurity Announces DARPA Award for Leveraging the
Analog Domain

PFP to study advanced analog cyber threat detection in loT connected technologies P F P

CYBERSECURITY

July 22, 2016 01:54 PM Eastern Daylight Time

VIENNA, Va.--(BUSINESS WIRE)--PFP Cybersecurity, a provider of unique, physics-based anomaly detection technology, today
announced it has been awarded a Defense Advanced Research Projects Agency (DARPA) contract for Leveraging the Analog
Domain for Security (LADS) program to study advanced solutions that provide a new category of threat intelligence and detection
to identify today’s most sophisticated loT and embedded system cybersecurity attacks.

PFP CYBERSECURITY

Release Summary

“PFP is excited to be part of DARPA's LADS program,” said GTO Carios P ] S B L S D
PFP Cybersecurity Wins DARPA P ) prog i for Leveraging the Analog Domain PFP to
Aguayo Gonzalez. “We're thrilled to be a part of ensuring the country’s

i study advanced anal er threat detection
Contract for loT Secu”ty cyber protection. This program will add significant enhancements to our / o0

. ) in loT connected technologies
detection technology to secure loT devices.”

W Tweet this
In some instances, a physical side channel can be used to assess the Tweets by @PFPcyber 3]
execution status in a connected device’s processor or digital circuit using

an external monitor to detect, with extreme accuracy, when an unauthorized action has disrupted the normal operation of any JLPEP PFP Cybersecurity

system (e.g., a computer system). The increase in connectivity, consumer behavior and enterprise security is vital to the safety of @PFPcyber

anything and anyone connected to the internet. PFP’s solution protects against cyber-attacks that threaten any loT connected This is fantasticl Inkd.in/e3VvyWy

devices including the power grid, cars, cell phones, tablets and various other smart devices.
Steven Chen on Lin...

: Business Wire, https://www.businesswire.com/news/home/20160722005760/en/PFP-Cybersecurity-Announces-DARPA-Award-Leveraging-Analog
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serial_demo £ Basve| T
X B:sYr|
o clidl vdl
43 sString input; [\\serial
44 bol| | .
symbo 2 :
27zl || bt | M over | Auverge | #mewm | @up | o | M oreok | T o
- x = 100; | etext addr/1ine code 1abel mnemonic |comment
47 X =x / 2; exit P:00064A [940E02A2 ] ] ca 0x544 NECT
’ | exit static volatile int_backdoor = 0;
aspy b free char value = digitalRead(inputPin);
49 .LOBAL String 1nput;
50 if(Serial.available()){ GPIORO
5 input = Serial.readString(): GPIORL| | L] _Emﬁﬂ_
52 GPIOR2 P:%gilsg 91800158 1ds rgﬁé,gxlgg
- o - N GTCCR P: 91900159 s r25,0x1
3 Afinput == Ttestin™){ ICRL i || P:000656 [9701 sbiw  r25:r24,0x1
54 backdoor = 1; Toop B || P:000658 [F451 brne 0x66E
55 Serial.println("Trigger to start backdoor!™); ain 46 x = 100;
56 telse( alloc i |} P:00065A [E684 1di r24,0x64
57 backdoor = 0; CUCR R || P:00065C [E090 1di r25,0x0
58 Serial.println("Turn off backdoor!"); CUSR P:00065E (B985 std y+0x10’r25
. ) S emcpy P:000660 |57 &8F std y+0x0F ,r24
9 <
. } icros 47 x=x/2;
€0} ROA P:000662 |858F }cdiﬂ r24,y+0x0F
61 ROB P:000664 |5998 r25.y+0x._10
€62 if (value == HIGH) { // If anything comes in Serial (USB), R1A
63|  Serlal.println{"State 17}; gﬁ PFP Runtime Monitoring
‘.)4 ’ CYRERZECURITY
65 delay(l); T
€6 } Baseline Extraction Method: VoM ML
Smoothing [] save Data __ DataPath [] Respanse Wadule
‘I— ] 'I 2 Chiasge Pail CWF Wonitoring History Data Du”w'
= T T T T T T T T
LL] e .
. . .t e
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Route Injection Performance (ROC)

0.95

............
§ v

s ¥¥
wsn®
------
aus
s
LY

-
.........

0.9

.
.
.
.
b®

*
nnnnnn
LA .
. .s®
e
.
us®

0.8

.
**
.
*
.

*
o*
“
.
.*

0.7

Single trace

2 averaged traces |

3 aweraged traces

0.6

0.4

0.3

0.2

0.1

1
[y

10

PFA

(2315 2 B e 2E)

~ b |

 EUR D SAHA7| =T (DARPA) 2| &A1 AL = (Route Injection Monitoring Performance)

17




18 At

HANCOM
sFHMDS



1S90l g YRS A B A2

- =

- 2 Hot g

> LADS T2 20| O|ZeE M3t HiX| 2 =

ro
|12!

=IX|2 9Io) CHYS BMo= Mg

[

= 0| & RCCTO(the Army Rapid Capabilities and Critical Technologies Office)= HIO|H ME, HE

f|3 el=zf,
AAF OJA|AE Gl B A|AHDQ M
> 0 5= 5 TH fI=/8= o F At
> 0| 8|20| st Lo A F ot &h

\ BIOS Scan
— Notebook

@ Computers

HANCOM

SFHMDS




S M| E 2 QKTrojan) A Z1t

-HIEH|o| i of EE= ZH AQ K| T E

& By oo o

Probability Density
B

05

e
Sy \(
B ¢ e 25

" EIXILNX

B X (tampering) Bt X

Error PDF
T

HEE SER 02

Backdoor A&l

/D

Value

Error PDF

=l OF':°JI01 9l

Backdoor Al ™

OId BE F0] T2A|A0f| AZUZ{(SPOILER) 2Ot o} W | baseline
QI CPUOIAY M22 59 ForH0| WSt |
AZY2|(Spoiler) 2 HHEI 0] 10t HOHS T 21 (Lubeck) TSt PAE| B2j5|24 A7A (Wore et oY
ester Polytechnic Institut) 2| 352 95{2 o2, AFM2 51T 2{HH0| 2= QI8 Fo] Z2HME AH
SHChal A3 "
1.2
Azeie AL = BIHE AME/ BECH2Z} Z2) AMD CPUCHE E5H0] g QIS CPUTIe| Bt 2o
02, OSOH= ATEI0] 1L CPUC| £71% 413 Tt 7 DAL, MESEA SIZ40j= H5HS 0] C g
&s
Aol 2P S H22] YIS 20 Qo] £71H HHS el HR2I0| FEE X 4 Qs M A g
Al T4 H|EZH 2 R5HH, 0|2 S8l ARSA STHHIM HA| F45 ASE + AR E 2 A5t 455 287 ?6
ELO}0|3 20} [l RAH0| Jh=s)cf 04
OIH0l| S7IS] B0 H{OPHS ABE)/ WECI2 2| AT EQOIS S5t At ZA7H E7Hs3t H2lZ £72 :
1

=A|0|H, of Z0j| ZbM|CH CPUIA 71221 i S0| B85 os

* ZX : B EL}2}, https://www.bodnara.co.kr/bbs/article.html?num=153230

SWE S5l 3% XA E=

HANCOM

SFHMDS

= 23|77} E7}

Kill switch
Activated

Kill switch
loaded




RIHICIEA|AE HRO

2
OH
N
m
Rl

- Siemens PLC (Stuxnet) — &xl{ =l 2
Ol2h SHAI 0N AFBBHS XA

tuxnet
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Emulated Stuxnet Attack

ORI
_]\I

15

2 25 . 45
Maximum Error
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161
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S:r:gsor 0: level below sensof 2
n Stuxnet
T ~——— " ) ;107 17:' '6'
g ot o™/ T
o Low 1: level ’ 6
Sensor|** evel over sensor °
: J 9l of
Process 2r %El' Jﬂ
OO 07 1.5 2 25 3 35 4 4.5 \
Maximum Error
Sj PLC Changes Detected
iemens .
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Dashboard v (B, widgers

Dashboard

HEAT MAP Facility #1 - 1st Floor v

Lorem ipsum
dolor sit amet

O

rA
La
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< [<]

ALERTS PER DEVICE

DEVICE NAME

1 SensorMName Lorem lpsum 205
2 SensorMName Dolor Sit Amet 199
3 SensorMName Consectetuer Adipiscing 210
4 SensorName Ut wisi enim ad minim 2.00
5 SensorName Duis autem vel eum 1.50

© 2018 Power Fingerprinting Inc. All Rights Reserved.
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Christopher PFP
McDonald

CYBERSECURITY

[0 € | OVERALL SCORE [0 &

85%

‘OVERALL SYSTEM
SCORE

Quick Search Q) [0 &

LOCATION STATUS
Euismed tincidunt ut lacreet dolore magna ® 20%
Aliguam erat volutpat. Ut wisi enim ad minim O 35%
Quis nostrud exerci tation ullamcorper 65%
Duis autem vel eumn iriure dolor in hendrerit © 90%

In vulputate velit esse molestie consequat @ 100%
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Make Different & Smart

Thank you

& | myungjun@hancommds.com 031-627-3022
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